Out-of-Known-Safes Detection as a Benchmark
for Runtime Monitors

Robbe De Groeve®, Laurens Devos®, and Mathias Verbeke

KU Leuven, Belgium
{robbe.degroeve,laurens.devos,mathias.verbeke}@kuleuven.be

Abstract. Runtime monitors safeguard ML models during deployment
by deciding whether to pass a prediction to a downstream system or
trigger a fallback, providing a defense against, e.g., dataset shift. Se-
lecting the best monitor for an application requires setting up a bench-
mark. This paper identifies a bias in existing benchmarking frameworks
rooted in how they handle covariate-shifted samples. These samples span
a continuum from close to the training data to severe distortions that
cause model failures. Existing benchmarks force monitors to either ac-
cept or reject covariate-shifted samples, incentivizing monitors to expand
or contract their acceptance region, biasing monitor selection toward ei-
ther higher false-accept rates, where dangerous predictions slip through,
or excessive rejection of valid inputs. We introduce the Out-Of-Known-
Safes (OOKS) benchmarking framework, a monitor evaluation method-
ology which excludes correctly classified covariate-shifted samples from
evaluation rather than forcing an arbitrary accept or reject label on am-
biguous cases. Experiments on CIFAR-10, CIFAR-100, and ImageNet
across nine monitoring techniques demonstrate that benchmark design
meaningfully changes monitor rankings.
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1 Introduction

Deep learning models are increasingly deployed in real-world systems where pre-
diction errors carry operational, safety, or regulatory consequences. This chal-
lenge is particularly acute in safety-critical applications such as autonomous driv-
ing [40/4], medical diagnosis [37], and manufacturing [23], where models must
continue operating safely even when deployment conditions differ from those
seen during development [33ITTI3I43].

A runtime monitor addresses this challenge by deciding for each prediction
whether it should be used or withheld in favor of a fallback [3IJTI]. From a
safety perspective, predictions should be accepted only when the model has
been evaluated on that type of input and shown to behave safely [5]; predictions
outside this known-safe operating region should instead be rejected.

Runtime monitors encounter three broad categories of inputs. In-distribution
(ID) samples originate from the training distribution and split into correctly and
incorrectly classified examples. Semantically shifted (S-OOD) samples lie outside
the model’s intended task, while covariate-shifted (C-OOD) samples preserve
task semantics but differ through changes such as blur, noise, or domain shift.
The central challenge of runtime monitoring is deciding which of these samples
should be accepted or rejected.

Historically, these categories have been studied separately [36]. Con-
ventional out-of-distribution (OOD) detection focuses on distinguishing
in-distribution data from out-of-distribution inputs, primarily targeting
semantic shifts [2TU2443]. In contrast, classification with a reject option
(CRO) [I7] evaluates a classifier’s ability to abstain from uncertain predictions
on in-distribution data [9I434].

Recent work has begun combining these perspectives. Examples include
full-spectrum OOD (FS-OOD) [44], G-ODIN [24], model-specific OOD (MS-
0OO0D) 2], and selective classification under OOD data (SCOD) [42/12]. While
these frameworks all evaluate monitors across mixtures of ID, S-OOD, and
C-O0OD samples, they fundamentally disagree on how correctly classified
covariate-shifted samples should be treated (Figure [I]).

Covariate shifts form a continuum ranging from benign variations to severe
corruptions, making it unrealistic for a runtime monitor to determine precisely
where expected model generalization ends and unsafe behavior begins. Existing
benchmarking frameworks nevertheless require these correctly classified C-OOD
samples to be either accepted (MS-OOD) or rejected (G-ODIN). Both choices
introduce optimization bias: rewarding acceptance encourages more permissive
monitors with higher false-accept rates, while rewarding rejection favors overly
conservative monitors with unnecessary false rejections.

This paper argues that correctly classified covariate-shifted samples
should not influence runtime monitor evaluation. We introduce the Out-
Of-Known-Safes (OOKS) benchmarking framework, which deliberately excludes
these ambiguous samples from scoring (Figure [I} rightmost panel (g)). Instead
of rewarding monitor behavior in this gray area, OOKS encourages deployment-



122 R. De Groeve et al.

(a) OOD (b) CRO (©)FS-00D | (d)G-ODIN | (¢)SCOD | (f)MS-00D | (g) OOKS (ours)
Accept p V][ D V] 4 p V][ b V][ D V] [ b V]
D X D D X
c-0op v
c-00D X
c-00D ¢ —
Reject soop || ® X|i[ soop |i[coop¢]i] m X] D X D X
c-00D X c-00D X c-00D X
soop || soop |![ s-oop 5-00D

Fig. 1: Comparison of the accept/reject behavior across different runtime mon-
itoring frameworks: conventional OOD, CRO [9], FS-OOD [44], G-ODIN [24],
SCOD [42/12], MS-OO0D [2] and OOKS. ID, S-OOD, and C-OOD denote in-
distribution, semantically shifted, and covariate-shifted samples; v and X indi-
cate correctly and incorrectly classified samples. The primary divergence lies in
how frameworks label correctly and incorrectly classified covariate-shifted sam-
ples, C-OOD v and C-OOD X respectively. With our proposed OOKS frame-
work, we argue that C-OOD v should be excluded from monitor evaluation to
prevent optimization biases that yield dangerous false accepts.

specific covariate variations to be incorporated directly into model development
whenever they are expected during operation.
We make the following contributions:

1. We introduce the OOKS benchmarking framework to evaluate, tune, and
compare runtime monitors.

2. We empirically show that benchmark design meaningfully affects monitor se-
lection, and trace this bias to differing assumptions about correctly classified
covariate-shifted samples.

2 Background & related work

This paper focuses on runtime monitors for image classiﬁcationﬂ We consider
classifiers f that map inputs x € X to labels Y = {1,...,C}, and runtime
monitors g that score inputs based on f’s activations and outputs (e.g., softmax
probabilities [21] or feature embeddings [28]). Inputs with g(z, f) < 7 are ac-
cepted and passed through; inputs with g(x, f) > 7 are rejected and routed to a
fallback. A higher threshold 7 is therefore more permissive.

Monitor evaluation arises when candidate monitors must be ranked and se-
lected, whether for hyperparameter tuning or for choosing among entirely dif-
ferent monitoring strategies. This evaluation is performed on a dataset covering
the range of inputs the monitor will encounter at deployment. Given a fixed

! The underlying ideas are not limited to classification and can be extended to other
tasks such as regression or object detection and segmentation.
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evaluation dataset, the final monitor ranking is entirely determined by what the
benchmarking framework rewards; a benchmark that rewards the wrong behav-
ior will consistently select a sub-optimal monitor.

2.1 Benchmarking monitors: choosing ground-truth monitor labels

A runtime monitor can be viewed as a binary classifier: it either accepts or
rejects an incoming example. To evaluate a monitor, a benchmarking framework
assigns ground-truth monitor labels. For each input z; in an evaluation dataset,
a monitor labeﬂ z; € {accept,reject} represents the desired monitor action.
Given a threshold 7, the monitor predicts 2, = 1[g(x, f) > 7] (where 2; =
1 denotes reject), and performance is measured by comparing 2; to z; across
the evaluation set using a chosen performance metric. The resulting ranking is
clearly determined by the specific ground-truth rules a benchmarking framework
enforces. Figure [I] gives an overview of how each framework labels the different
categories of examples.

2.2 The safety perspective: maintaining known-safe operation

The goal of a runtime monitor is to decide whether a classifier’s prediction should
be passed through to the downstream system or filtered out. From a safety-
critical perspective, runtime monitoring can be understood as maintaining a
known-safe operating zone around the monitored classifier.

Under this view, a prediction should be passed through only when it belongs
to a scenario for which the model is known to behave safely. We call such a
prediction known safe: the model’s performance on that type of scenario has been
thoroughly evaluated, and the observed performance satisfies task-specific safety
criteria. An ideal monitor g accepts known-safe cases and otherwise triggers:

g(z) =

0 if z belongs to a known-safe scenario,
1 otherwise.

The corresponding trigger conditions cover both known unsafe scenarios
(where the model is known to fail) and unevaluated scenarios for which no suffi-
cient evidence about model behavior is available. Samples without such evidence
fall outside the known-safe operating zone, even if the model might happen to
guess correctly on some of them.

2.3 Relation to existing benchmarking frameworks

The growing number of runtime monitoring techniques has created a need for
benchmarks that evaluate monitors across realistic deployment scenarios. Exist-
ing frameworks differ mainly in how they categorize deployment sample scenarios
and how they expect the monitor to behave within those scenarios.

% This is called the model-specific acceptance/rejection (MS-A/R) in MS-OOD [2].
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Deployment sample scenarios are are commonly organized into in-
distribution (ID) data, semantically-shifted out-of-distribution (S-OOD), and
covariate-shifted out-of-distribution (C-OOD) samples [29/32]. In-distribution
data matches the development layout, semantic shifts contain content outside
the intended task scope, and covariate shifts preserve core task semantics while
introducing feature corruptions like noise, blur, or illumination changes.

Conventional and Full-Spectrum OOD detection. Conventional out-of-
distribution detection separates clean in-distribution data from out-of-
distribution data. While well-suited to capturing semantic shifts, it does not
directly capture a classifier’s mistakes on clean data, nor does it effectively
handle the continuum of covariate corruptions [I5]. Several works argue that
runtime monitors should not reject covariate shifts because a robust model is
expected to generalize to benign variations [44TI22]. While the full-spectrum
(FS-O0D) benchmarking framework [44] incorporates covariate-shifted data,
its metrics remain primarily distribution-centric: they evaluate where a sample
originates rather than whether the model is safe on it, creating a fundamental
disconnect from the actual deployment objective.

For example, OpenOOD v1.5 [45] is a popular evaluation toolkit in this space.
To maintain consistency with these established evaluation setups, our concrete
OOKS evaluation setup uses the standard dataset selections and image corrup-
tion variants popularized by benchmarks like OpenOOD v1.5. However, the core
novelty of OOKS lies entirely in its distinct evaluation methodology.

Classification with a reject option. Classification with a reject option, also
known as selective classification, rejects predictions estimated to exceed a risk
threshold while maximizing coverage [14/13]. However, classical formulations
usually assume that the deployment data perfectly matches the clean devel-
opment distribution. Extensions evaluating selective classification under distri-
bution shifts exist [26], but they do not explicitly address the safety implications
of diverse, unvetted covariate-shifted scenarios.

2.4 Resolving the covariate shift dilemma: MS-OOD and G-ODIN

Recent literature suggests that the ongoing dilemma regarding how to handle
covariate-shifted examples can be resolved by evaluating correctness and dis-
tribution shifts simultaneously [2]. Specifically, combining out-of-distribution
detection and correctness prediction ensures that misclassified covariate shifts
(C-O0D X) are cleanly categorized as unsafe and targeted for rejection. How-
ever, there is no agreement on how to treat correctly-classified covariate shift
(C-O0D V). There are two prominent options in existing literature:

— MS-O0D (Model-Specific OOD) argues that because the underlying
model classifies C-OOD v samples correctly, the monitor should be rewarded
for accepting them [2]. The target monitor label for these samples is thus
accept.

— G-ODIN conservatively rejects all out-of-distribution samples regardless of
model accuracy; the target monitor label for C-OOD v samples is thus reject.
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3 Out-of-Known-Safes (OOKS) Benchmarking
Framework

Depending on what a benchmarking framework rewards, different monitors will
be selected as the best-performing option during hyperparameter tuning or archi-
tectural selection. This paper contends that correctly classified covariate-shifted
samples reflect observed generalization rather than verified, systemic safety. Be-
cause forcing a hard accept or reject label on this gray zone introduces arbitrary
optimization preferences, our proposed Out-Of-Known-Safes (OOKS) framework
explicitly excludes these benign covariate shifts from scored evaluation. This de-
sign choice keeps monitor selection tightly focused on the operating boundaries
where safety signals are unambiguous.

3.1 Why labeling correctly classified covariate shifts as accept
biases monitor selection

Assigning a ground-truth label of z; = accept to correctly classified covariate-
shifted samples, as the model-specific out-of-distribution (MS-OOD) framework
does, creates a systematic bias toward monitors with higher false-accept rates.
This occurs because the decision threshold 7 is artificially driven toward more
lenient values. For any runtime monitor g and threshold 7, the rates at which cor-
rectly classified covariate shifted (C-OOD v') samples and incorrectly classified
covariate shifted (C-OOD X) samples are accepted are fundamentally driven by
the same underlying score distribution. Incentivizing a high acceptance rate for
C-OO0D V¢ inevitably forces 7 upward, dragging along the unintended acceptance
of dangerous C-OOD X failures. Consequently, a benchmarking framework that
rewards high acceptance of C-OOD ¢ therefore systematically favors monitors
that are more permissive on covariate-shifted data as a whole, including on the
incorrectly classified samples that should be rejected.

OOKS operates on a foundational safety principle: a monitor should accept
a prediction only when the model has been rigorously evaluated on that specific
type of input and its behavior has been verified as safe. This translates into the
acceptance of ID v samples while ID X, C-OOD X and S-OOD samples would
need to be rejected.

Samples belonging to C-OOD v occupy an ambiguous middle ground. Al-
though the base model happens to classify them correctly, they originate from
shifted environmental conditions whose safety has not necessarily been estab-
lished. They represent opportunistic generalization rather than verified safety.
Some may be mild, benign variations close to the in-distribution design do-
main, while others might sit perilously close to catastrophic model breakdowns
or semantic anomalies. Because benchmarking frameworks provide no oracle
boundary to separate safe generalization from impending failure, imposing a
hard ground-truth label introduces severe trade-off biases:

— Labeling C-OOD v as accept (the MS-OOD paradigm) is too lenient from
a safety perspective. These inputs sit outside the verified operating zone
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of the model. Rewarding a monitor for expanding its acceptance boundary
over unvetted domains increases the probability of false accepts on highly
corrupted, misclassified samples nearby.

— Conversely, labeling C-OOD v as reject (the G-ODIN paradigm) is overly
conservative. A model that successfully navigates mild environmental varia-
tions is executing exactly what robust generalization is intended to achieve.
Treating these successes as failures penalizes system availability and favors
overly restrictive monitors.

OOKS resolves these opposing tendencies by leaving C-OOD v samples en-
tirely unscored. While passing such an instance during deployment is not a failure
in isolation (since the model output is correct), the benchmark should not ac-
tively penalize a monitor for filtering it out if a stricter stance is required to
guarantee the rejection of nearby safety violations.

We illustrate this ambiguity and the resulting threshold bias with a Gaussian-
based monitoring technique [28] fitted on CIFAR-10 [27]. We compare dataset-
wide monitor score distributions over the full, clean in-distribution test set versus
covariate-shifted test sets corrupted by Gaussian noise at two distinct severities.
Figure 2] shows representative single-image examples of these visual corruptions,
while Figure [3]| tracks the macro-level dataset score distributions.

&n in ln.

a) Uncorrupted ) Mild Shift ¢) Strong Shift

Fig. 2: CIFAR-10 examples under increasing Gaussian-noise corruption strength.

For each dataset score distribution, we can construct the mathematically
optimal accept/reject threshold corresponding to the three different evaluation
methodologies for handling correctly classified covariate-shifted samples: MS-
OOD, G-ODIN, or our proposed OOKS.

As shown in Figure 3| (left), when corruptions are mild, optimizing for a
distribution-centric framework like G-ODIN establishes a highly conservative
threshold (71) that rejects viable samples. In this regime, the optimal thresh-
olds for MS-OOD and OOKS naturally align. However, under heavy corruptions
(right), the MS-OOD metric skews the threshold drastically toward leniency (72)
to capture the heavily shifted C-OOD v population, resulting in a dangerous
surge of false accepts on failed model predictions. By omitting these ambiguous
samples from the objective function, OOKS maintains a stable safety boundary
that adapts to corruption without swinging toward dangerous permissiveness or
crippling over-conservatism.

These opposing effects demonstrate why forcing a hard accept or reject la-
bel for correctly classified covariate-shifted samples introduces systematic bias.
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Fig. 3: Score distribution for ID v (dark blue), ID X (dark red), C-OOD v (light
blue), C-OOD X (light red). Under mild corruption (left), G-ODIN yields a
stricter threshold (71) than MS-OOD and OOKS, whose optimal thresholds co-
incide. Under stronger corruption (right), the MS-OOD setting pulls the thresh-
old in a lenient direction (72), increasing false accepts relative to the two other
settings. Threshold 7 is preferred by OOKS, while MS-OOD ranks 75 better,
despite its higher false-accept rate and potential safety violations.

OOKS ignores these samples altogether, allowing the benchmark to avoid being
too conservative or too permissive.

3.2 A ROC argument for excluding correctly classified covariate
shifts

The bias can be made precise using a simple probabilistic argument. For any
threshold, define the true accept rate as the fraction of correctly-classified sam-
ples that pass through, and the false accept rate as the fraction of incorrectly-
classified ones that do. The curve tracing these two rates against each other
as the threshold varies is a ROC curve, and its area has a natural interpreta-
tion: AUROC is the probability that the monitor assigns a more in-distribution
score to a correctly-classified sample than to an incorrectly-classified one. Unless
AUROC = 1, the score distributions overlap, meaning any threshold that ac-
cepts some correctly-classified C-OOD samples will inevitably also accept some
incorrectly-classified ones.

This creates a structural problem for MS-OOD. By including C-OOD v/
with an accept label, its objective rewards higher true accept rates in a way
the OOKS objective does not. Since both the true and false accept rates are
non-decreasing in the threshold, this pushes the MS-OOD-optimal threshold
upward, and with it the false accept rate on unsafe C-OOD samples. The same
logic applies to monitor selection: MS-OOD systematically favors monitors with
higher true accept rates on C-OOD ¢/, which by the C-OOD ROC structure
implies higher false accept rates on C-OOD X. The magnitude of this bias scales
directly with score overlap: it disappears only when AUROC = 1, and is largest
when monitor is not predictive for C-OOD correctness.
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4 Experiments

This paper answers the following experimental questions:

Q1. Do the benchmarking frameworks rank different runtime monitors differently,
resulting in a different selected monitor?

Q2. Can a structural bias in failure and unavailability rates for the selected mon-
itors be observed between MS-OOD, G-ODIN and OOKS?

4.1 Experimental setup

Datasets. We evaluate on three widely used vision datasets: CIFAR-10 [27],
CIFAR-100 [27], and ImageNetlk [8]. For each benchmark setup, the original
training and validation data define the in-distribution (ID) setting. We use the
following additional datasets for covariate-shifted out-of-distribution (C-OOD)
scenarios:

CIFAR-10 & CIFAR-100: The covariate-shifted scenarios use six corrup-
tion families: Gaussian & impulse noise, Gaussian & motion blur, and bright-
ness & contrast shift. We follow the standard corruption-severity protocol from
Hendrycks and Dietterich [20] to test monitor behavior under varying covariate-
shift strengths.

ImageNet1lk: The covariate-shifted scenarios are built from ImageNet-C,
ImageNet-R [19], and ImageNet-V2 [35]. ImageNet-C uses the same corruptions
as CIFAR, but combines them to test general corruption detection. ImageNet-
R captures rendition and style shifts, while ImageNet-V2 captures distribution
refresh and re-sampling effects.

Monitored classifiers. We monitor three classifiers, one per dataset. We base
all three models on the same ResNet-50 [I6] backbone. The model weights are
obtained from Hugging Face [I0]. The model cards report test accuracies of
94.65% on CIFAR-10 [6], 80.93% on CIFAR-100 [7], and ImageNet top-1/top-5
accuracies of 80.38%/94.6% at 224px evaluation resolution [39].

Runtime monitoring techniques. We evaluate post-hoc monitoring tech-
niques that use confidence, logits, features, and gradients. Confidence-based
monitors include entropy (Ent) and maximum softmax probability (Soft) [21].
Logit-based monitors include maximum logit (Logit) [I8] and energy scoring (En-
ergy) [30]. Feature-space monitors include KNN [38], Gaussian discriminant scor-
ing (Gauss) |28], Virtual-logit Matching (ViM) [41], and GradNorm (Grad) [25].

All monitors are fit using only in-distribution training data. We split the
original training set into IDgj; and IDpyne: IDgy is used to estimate monitor-
specific quantities such as feature statistics or nearest-neighbor reference sets,
while IDune is used for threshold calibration. Thresholds are set to achieve
TNR(IDTyne v') = 95%, ensuring a shared operating point across all monitors.
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Evaluation metrics. For OOKS, the monitor labels are accept for ID v and
reject for ID X, C-OOD X, and S-OOD samples, while C-OOD v samples are
excluded from the metric. For the baseline benchmarking frameworks (MS-OOD
and G-ODIN), we use the framework-specific accept/reject labels shown in Fig-
ure |1} this mirrors the model-specific accept/reject labeling idea used by MS-
OOD [2], but changes the label mapping according to the framework under
evaluation.

Let A-(S) = {z € S| g(x, f) < 7} denote accepted samples and R.(S) =
{z € S| g(z, f) > 7} denote rejected samples for a dataset S. We treat rejection
as the positive monitor decision and acceptance as the negative monitor decision.
At the tuned threshold 7, we report:

_ |A,(D V)| R, (ID X)|
TNR(ID v) = D TPR(ID X) = DA
_ |R.(C-00D X)| _ |R.(S-00D))]
TPR(C-00D X) = “=r 5o, TPR(S-00D) = o ras

These quantities correspond respectively to true-negative rate on known-safe
in-distribution samples and true-positive rates on known-unsafe or unevaluated
samples. Equivalently, 1 — TNR(ID v') is the false-reject rate on known-safe
samples, while 1 — TPR(ID X), 1 — TPR(C-OOD X), and 1 — TPR(S-OOD) are
false-accept rates on samples that should be filtered out under OOKS.

In the covariate-shift-focused experiments below, we do not separately evalu-
ate monitoring performance on semantically shifted samples, because the bench-
marking frameworks considered here differ only in how they treat covariate-
shifted scenarios. A comprehensive monitor evaluation should nevertheless also
include semantic shifts.

4.2 Results

Q1: Monitor ranking and technique selection. To answer Q1, we evaluate
whether the choice of benchmarking framework (MS-OOD, G-ODIN, or OOKS),
specifically how correctly classified covariate-shifted samples are handled, leads
to different rankings between runtime monitors and alters which technique is
ultimately selected.

The empirical results confirm that benchmarking framework choice affects
monitor selection. As shown in Table[I} OOKS, MS-OOD, and G-ODIN disagree
on the best monitor in 7 of the 15 covariate-shift cases.

Compared to OOKS, MS-OOD selects a different monitor in 5 covariate-
shifted cases across CIFAR-10, CIFAR-100, and ImageNet1k, while G-ODIN di-
verges in 2. This demonstrates that a benchmarking framework’s monitor labels
for covariate shifts materially affect monitor selection.

Q2: Differences in failure and unavailability rates between MS-OOD,
G-ODIN, and OOKS. To address Q2, we analyze whether these different
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Table 1: Runtime monitors selected by MS-OOD, G-ODIN, and OOKS (ours)
for different covariate-shift cases. Cases highlighted with * or t have different
selected runtime monitors for MS-OOD and G-ODIN compared to OOKS, re-
spectively.

CIFAR-10
C-O0D dataset MS-OOD G-ODIN OOKS
Brightness Ent Ent Ent
Contrast Soft Logit Soft 1
Gaussian blur VIM VIM VIM
Gaussian noise VIM Gauss  Gauss
Impulse noise VIM Gauss  Gauss

Motion blur KNN VIM VIM

CIFAR-100
C-O0D dataset MS-OOD G-ODIN OOKS

Brightness KNN KNN KNN
Contrast KNN VIM KNN *
Gaussian blur  VIM VIM VIM
Gaussian noise VIM VIM VIM
Impulse noise  VIM VIM VIM
Motion blur Gauss VIM VIM  *

ImageNetlk
C-O0D dataset MS-OOD G-ODIN OOKS
ImageNet-C Ent Ent Ent
ImageNet-R VIM VIM VIM

ImageNetv2 GradNorm Ent Ent ¢

rankings are indicative of an underlying bias toward higher failure rates (more
false accepts) or higher system unavailability (more false rejects). The failure and
unavailability rates of the runtime monitors selected by MS-OOD, G-ODIN, and
OOKS are given in Table 2]

For all 5 cases where MS-OOD selected a different top monitor in Q1, we
observe a shift in failure and unavailability rate: the MS-OOD-selected monitor
achieves a lower unavailability rate at the direct cost of a higher failure rate. This
matches theoretical expectations, as prioritizing the acceptance of C-OOD v/
samples structurally biases the selection toward looser thresholds or monitors
that favor throughput over safety. Notably, this lower unavailability rate factors
in all correct predictions on the covariate-shifted dataset, which includes “lucky
guesses” of the classifier alongside true generalization.

For the 2 cases where G-ODIN selected a different top monitor in Q1, the

G-ODIN-selected monitoring technique has both a higher failure rate and a
higher unavailability rate. In these two cases, penalizing the monitor for not
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Table 2: Covariate-shift monitor-selection system-level consequences under al-
ternative treatments of correctly classified covariate-shifted samples according
to MS-OOD, G-ODIN and OOKS (ours). For each covariate-shifted scenario,
the table reports the resulting failure and unavailability rates of the selected
monitors. Best (lowest) values are in bold.

CIFAR-10
Failure rate Unavailability rate
C-O0D dataset MS-OOD G-ODIN OOKS MS-OOD G-ODIN OOKS
Brightness 0.3988 0.3988 0.3988 0.0592 0.0592 0.0592
Contrast 0.378 0.3851 0.378 0.0682 0.0866 0.0682

Gauss. blur 0.1334 0.1334 0.1334 0.2438 0.2438 0.2438
Gauss. noise 0.1168 0.1083 0.1083 0.4171 0.4434 0.4434
Impulse noise  0.1652  0.1578 0.1578  0.347 0.361 0.361
Motion blur 0.409 0.4083 0.4083 0.3261 0.3319 0.3319

CIFAR-100
Failure rate Unavailability rate
C-O0D dataset MS-OOD G-ODIN OOKS MS-OOD G-ODIN OOKS
Brightness 0.4711 0.4711 0.4711 0.0838 0.0838 0.0838
Contrast 0.315 0.3257 0.315 0.1212 0.134 0.1212
Gauss. blur 0.29 0.29 0.29 0.1776 0.1776 0.1776

Gauss. noise 0.1634 0.1634 0.1634 0.3542 0.3542 0.3542
Impulse noise 0.1062 0.1062 0.1062 0.3731 0.3731 0.3731
Motion blur 0.3818 0.3676 0.3676 0.2925 0.3072 0.3072

ImageNetlk

Failure rate Unavailability rate
C-0O0D Dataset MS-OOD G-ODIN OOKS MS-OOD G-ODIN OOKS

ImageNet-C 0.293 0.293 0.293 0.1366 0.1366 0.1366
ImageNet-R 0.2674 0.2674 0.2674 0.2575 0.2575 0.2575
ImageNetv2 0.5867 0.5662 0.5662 0.4133 0.4338 0.4338

accepting correctly classified covariate-shifted samples resulted in a clear Pareto
suboptimal monitor selection.

OOKS consistently selects the monitoring technique with the lowest over-
all failure rate. By ignoring C-OOD ¢ samples, our benchmarking framework
eliminates the trade-off, ensuring that monitor selection is driven purely by a
safety-oriented criterion without penalizing benign deployment shifts.

5 Conclusion

Runtime monitors are only useful in safety-critical machine learning systems if
their evaluation rewards the behavior that such systems actually require: ac-
cepting known-safe predictions while filtering out known-unsafe and unevalu-
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ated ones. This paper argued that existing benchmarking frameworks’ handling
of correctly classified covariate-shifted samples leads to biased runtime monitor
comparison. We introduced OOKS as a safety-oriented benchmarking framework
that avoids penalizing monitors for rejecting or accepting these types of samples.

Our empirical results show that this distinction matters in practice. Chang-
ing the benchmarking framework changes monitor rankings and changes which
monitoring technique is selected. In particular, MS-OOD tends to favor moni-
tors with lower unavailability but higher failure rates. OOKS instead consistently
selects monitors with lower failure rates, giving a cleaner safety signal for deploy-
ment settings in which false accepts are more costly than unnecessary fallbacks.
The G-ODIN-based selection results further show that benchmark assumptions
can interact with monitor score distributions in non-intuitive ways, sometimes
worsening both failure and unavailability.

Future work should study this interaction more explicitly through the
severity of covariate shift. In this paper, we used mixed corruption severities
to approximate unstructured real-world deployment conditions, where mild and
severe shifts can occur together. However, separating mild from severe covari-
ate shifts would make it possible to test the intuition underlying the different
benchmarking framework choices: mild covariate shift may often resemble recov-
erable generalization, whereas severe covariate shift is more likely to fall out-
side the known-safe operating zone. Extending the Q1 and Q2 analyses with
severity-stratified experiments could therefore clarify when MS-OOD, G-ODIN,
and OOKS select different monitors, and why the G-ODIN cases in particular
deviate from the expected safety-availability tradeoff.
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